Central Jersey Joint Insurance Fund - Add-on Items

11/18/2020

 RCF 2015 Fund Year Rollover – The RCF board adopted a resolution accepting the transfer of member
JIF’s Fund Year 2016. Enclosed on Page 2 is Resolution 35-20 authorizing the transfer of the Central
JIF’s 2016 claim liabilities to the Residual Claims Fund.

 Motion to Approve Resolution 35-20 Authorizing the transfer for the Central JIF’s
2015 Claim Liabilities to the Residual Claims Fund.

 Moody’s Article – Enclosed on Pages 3-9 is a Moody’s Article on the Joint Insurance Fund’s ability to
lower smaller municipality’s cyber and social risks.
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RESOLUTION NO. 35-20

CENTRAL JERSEY JOINT INSURANCE FUND
TO TRANSFER TO
MUNICIPAL EXCESS LIABILITY RESIDUAL CLAIMS FUND
WHEREAS, the Municipal Excess Liability Residual Claims Fund was organized pursuant to
N.J.S.A. 40A:10-36, et seq., to provide residual risk coverage to its member joint insurance funds;
and,
WHEREAS, the Board of Fund Commissioners of the Central Jersey Joint Insurance Fund
determined that membership in the Residual Claims Fund is in the best interest of the member local
units and joined the Residual Claims Fund.
NOW, THEREFORE, BE IT RESOLVED that the Board of Fund Commissioners of the Central
Jersey Joint Insurance Fund does hereby resolve and agree to transfer the following residual risks.
Fund Year

Lines of Coverage

Member Fund S.I.R.

2016

WC/GL/AL & PROPERTY

Varies

BE IT FURTHER RESOLVED that the actual transfer of claim liabilities to the Municipal Excess
Liability Residual Claims Fund shall be based upon the following formula:
Case Reserves and IBNR as of 12/30/20

Attest:

Chairperson
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The New Jersey (A3 negative) joint insurance funds (JIFs) provide participating local
governments with services that strengthen their ability to deal with issues such as
cybersecurity, police training and market access, bolstering municipalities' credit quality
by reducing their financial risks as well as social and governance risks. While these services
are valuable to all members, they are particularly important to smaller governments, which
might otherwise have difficulty obtaining them. The JIFs and the Municipal Excess Liability JIF
(MEL) and New Jersey Counties Excess JIF (NJCE) work by pooling talent and expertise from
their constituents, so the weakness of one municipality is covered by sharing resources with
another.
» Shared services and expertise help smaller local governments bolster their
cyberattack defenses. As ransomware attacks grow more sophisticated and the
frequency of all kinds of cyberattacks increase, smaller municipalities benefit from the
ability to borrow the technical expertise of the larger members of the JIFs. The MEL
and NJCE’s programs place a greater emphasis on prevention than treatment, and it
incentivizes municipalities to improve their defenses by offering lower insurance rates to
municipalities, authorities and counties that adopt stricter cybersecurity standards.
» Extensive training services help governments keep a cap on costs and reduce
social risks. Local governments need resources to improve training in the many different
services they provide, from police and first responders to street repair crews and park
personnel. Even for a large government, training new hires is financially demanding, and
all the more so for smaller governments with limited resources. Covering municipalities',
authorities' and counties' gaps in these areas also reduces their social and governance
risks.
» MEL's ability to purchase municipal notes provides source of emergency liquidity.
The JIFs provided one of several sources of extra liquidity in the Bond Anticipation Note
market when liquidity dried up in March and April because of the coronavirus pandemic.
While municipalities which had their notes bought benefited directly, the purchases also
helped to reestablish a more normal market, benefiting all local governments, particularly
smaller ones.
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How New Jersey's joint insurance funds work
The New Jersey JIFs provide property and casualty insurance and risk management services to most local units of government including
municipalities, counties and local authorities. The MEL and NJCE are specialized JIFs which provide excess liability coverage and services to
member JIFs, each of which has a variable number of local governments as owners.
Since 1985, the JIFs along with the MEL and the NJCE have saved the taxpayers an estimated $3.4 billion and have reduced member accident
rates by over 65%1. These self-insurance pools are owned by their member local governments, which purchase from the pools insurance and
services that strengthen their ability to deal with issues such as employee accidents, liability claims, cybersecurity and police training.
The MEL member JIFs, the MEL and NJCE are not insurance companies but governmental entities run by municipal leaders who hire outside
professionals. As such, the JIFs are not run for profit. They charge their membership for the risk management services they offer, including
claims management, loss control programs and insurance, but they do not include a profit component. Over time, based on performance
results, they may generate a surplus and return dividends to their membership.
While insurance remains critical, the JIFs' remit has led them to go beyond the purview of insurance by providing a safety program and
extensive training. Participation is optional; membership in the MEL or NJCE requires a request for a proposal with the understanding that if
accepted it will require a three-year membership. The MEL covers in excess of the 65% of the municipalities and authorities organized into 19
member JIFs of varying sizes and the NJCE covers 10 of the 21 NJ counties and certain affiliated entities via several underlying county insurance
commissions.

Shared services and expertise help smaller local governments bolster their cyberattack defenses
As ransomware attacks grow more sophisticated and the frequency of all kinds of cyberattacks on local governments increases, smaller
municipalities benefit from the ability to borrow the technical expertise of the larger JIF members, especially in the area of attack
prevention. Even with help from the most sophisticated professionals, it is better to prevent an attack than to successfully deal with
one: it avoids wasted time and additional costs. As shown in Exhibit 1, targeted ransomware attacks across all organizations and sectors
increased markedly starting in early 2018.
Exhibit 1

Targeted ransomware attacks have increased sharply in recent years
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Sources: Symantec; Moody's Investors Service

Ransomware is not the only form of cyberattack to target local governments. As seen in Exhibit 2, local governments have also suffered
phishing attacks, non-ransomware malware infections and data breaches, among other incidents.
This publication does not announce a credit rating action. For any credit ratings referenced in this publication, please see the ratings tab on the issuer/entity page on
www.moodys.com for the most updated credit rating action information and rating history.
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Exhibit 2

Distribution of cyberattacks by sector and type of attack, 2017 to present
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Statistics are based on incidents reported to or observed by Moody's. This does not purport to be a complete tabulation of incidents.
Source: Moody's Investors Service

The MEL, in collaboration with the Bloustein Local Government Research Center of Rutgers University, has implemented a program
to help its members improve their cyber risk preparedness. The program, which has existed for some years, has been expanded as
the nature of the risk has become better understood, and the NJCE-JIF is adopting a similar program for its member counties. While
the MEL-JIF program is at the forefront of cyber preparedness, it is not unique. Statewide cyber defenses or teams are becoming
increasingly popular, as seen Ohio's Cyber Reserve program. The MEL's program is different, however, in that it places a greater
emphasis on prevention than treatment. In addition, the MEL incentivizes municipalities to improve their defenses by offering lower
rates for insurance to municipalities which adopt stricter cybersecurity standards.
The MEL-JIF program consists of several different modules, each addressing a core area of concern. On the technology side, it includes
“Minimum Technological Proficiency Standards,” which cover such things as backup practices, defensive software (including antivirus
and malware detection software), server security and training. The standards also call for policies, leadership expertise and an incident
response plan. The MEL provides draft cyber policies,2 which members are encouraged to modify to meet local needs, as well as a list of
vendors that can supply cybersecurity training. The list is provided free, though individual municipalities must still pay vendors for their
services.
The issue of vendor choice highlights an advantage of the MEL-JIF system. Smaller municipalities frequently lack the IT expertise to
choose between vendors. Larger ones, however, tend to be better-staffed and are more likely to have gone through the process of
selecting appropriate vendors because they have more money (at least in nominal dollars if not relative to budget) and present a more
attractive target for cyberattack. As a result, they have a greater incentive to develop their own cybersecurity. Members of the JIF share
their experience and expertise with each other, allowing the smaller ones to punch above their weight.
In the event of an attack, even larger municipalities will need assistance. While they may have stronger IT departments, they will
still need specialty lawyers and forensic experts. In consultation with members, the state and various federal, state and local law
enforcement agencies, the JIFs have developed an incident response program that can guide local governments. The MEL covers any
initial expenses, including the potential payment of a ransom, and sorts out deductibles later. This marks another difference from the
Ohio program, which only offers technical and not financial support.
Lastly, the MEL JIFs provide insurance to cover any losses on the cyber front. While the details of coverage are confidential, the
deductibles decrease as governments enact tougher security standards, and the amount of coverage has increased over time. This
incentivizes better security and provides greater protection when things go wrong – all credit positives.

Extensive training and up-to-date information help municipalities keep a cap on costs and lower their
social risks
MEL JIFs help municipalities address another difficulty common among smaller local governments: having access to dozens of skill sets
while maintaining financial stability. A typical local government needs everything from computer experts, lawyers and accountants to

3

17 November 2020

5
Local government
– New Jersey: Joint insurance funds help smaller municipalities lower cyber, social risks

MOODY'S INVESTORS SERVICE

U.S. PUBLIC FINANCE

crane operators, street repair crews, police and park personnel. Even for a large government, training new hires is a formidable task,
and doubly so for smaller governments with limited resources. Covering municipalities' gaps in these areas also reduces their social and
governance risks.
The MEL has an extensive list of webinars and, before the coronavirus pandemic, in-person training modules. For example, the MEL
has a scheduled two-hour webinar3 on which types of personal protective equipment (PPE) are required for various jobs. Modules such
as these, as well as the associated guidance provided, offer important guidance to municipalities during the pandemic. The MEL has
publicly posted state guidance on reopening procedures and other pandemic-related tasks.
Training is a valuable tool in preventing social risk. Improperly trained officials or employees are more likely to make mistakes that
could lead to anything from a loss of reputation to lawsuits to, in extreme cases, civil unrest. The MEL provides training for police
departments, including officers newly promoted to supervisory functions. Such assistance is particularly important because the
potential social risks associated with police action are considerable. The MEL began rolling out police training following incidents in
Ferguson, MO (Ba1 positive) in August 2014, and has been coordinating updates to its implicit bias and use-of-force trainings. The MEL
works closely with the state Attorney General's office, with many of its training offerings eligible for continuing education credits. It
also maintains an extensive record of recent court cases and decisions that have a bearing on police activity in any fashion.
The NJCE rolled out its initial police training program to its county members in 2012 for correction facility operations and the Camden
County, NJ (Aa2 stable) police department, which is responsible for the City of Camden. The county has expressed a great deal of
satisfaction with the way the department handled the recent peaceful protests in the city.
Proper training helps ensure officials follow the law and appropriate procedures in many other areas of local government activity,
which, if badly handled, can lead to physical, financial or emotional trauma. For example, the reputational and potentially financial
implications of first responders aggravating an injured driver's injuries are potentially significant. Consequently, the MEL offers a training
course on “Safe Patient Lifting for Emergency Responders.” Given that a municipality which failed to offer services would be useless,
the JIFs attempt to offer training sessions covering the maximum number of services.

MEL's ability to purchase local government notes provides a source of emergency liquidity
The MEL JIFs provided one of several sources of extra liquidity for municipalities when the pandemic shook the New Jersey local
government note market in March and April. The market upheaval prompted the state to allow the MEL and its member JIFs to invest
in Bond Anticipation Notes (BANs) issued by its own membership. The move had a significant impact: while the municipalities which
had their notes purchased benefited directly, the MEL and JIF investments also helped reestablish a more normal market, to the benefit
of all local governments. In all, the MEL and its member JIFS have bought approximately $135 million in notes to date. It is, however,
difficult to parse the impact of the JIFs in isolation since the state’s decision, coupled with other state actions, came close in time to
strong federal action.
The JIF action particularly benefited smaller municipalities. The total amount of MEL borrowing was smaller than some individual
transactions by counties. In December 2019, for example, Hudson County (Aa2 stable) sold $182 million in BANs maturing in
December 2020, but the overwhelming majority of New Jersey issuances are on the smaller side and are therefore less attractive to
some types of investor despite their strong credit quality. Of the 399 New Jersey notes maturing in 2020, 184 had a par amount under
$5 million (see Exhibit 3). These smaller issuances benefited from the restoration of a normal market.
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Exhibit 3

Nearly half of New Jersey local government BANs are under $5 million par
Number of NJ notes maturing in 2020, by par amount
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Because of the vagaries of state law and the conventions of the market, New Jersey municipalities are among the heaviest users of
BANs in the country. Under normal conditions, the market is extremely robust and rates are typically quite low, which is one of the
primary attractions of this form of issuance. In March and April of 2020, however, the pandemic roiled markets and liquidity dried up.
The state took a number of steps to address this, one of which included the JIFs.
Before the outbreak, the MEL's cash management plan was highly restrictive: excess funds could only be invested in Treasuries, CDs and
comparable instruments, sacrificing return for the highest possible levels of safety. While municipal short-term debt is generally viewed
as less secure than Treasuries, it is nonetheless a highly rated sector, and the state believed the market issues were a liquidity issue and
not a credit issue. That said, the state, the NJ Infrastructure Bank and counties took the opportunity to strengthen their credit analysis
of potential borrowers anyway so as to ensure they invested wisely.

Moody’s related publications
Endnotes
1 Figures based on MEL's own calculations.
2 The MEL actually provides draft policies for a wide variety of topics, not just cyber defense.
3 “Required upon initial assignment and retraining as needed for supervisors and employees who use or specify PPE”
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